[MamaTtka gns oby4varowmxcsa no MHGOOPMaLNOHHON
besonacHocTu

MamsaTtka gnsa obyyatowmxcst 06 MHopmaumoHHon 6e3onacHocTy aeTen

HEJIb3A

1. Bcem noapsg coobatb CBOK HYacTHYI MHAOPMaLmMio (HacToswme ums, damunmio, TenedoH, agpec,
HOMep LLKOSIbI, @ Takke doTorpacuy CBoW, CBOEN CEMbU U OpY3en);

2. OTKpbIBaTb BIIOXEHHbIE (halinbl ANIEKTPOHHON NOYTbI, KOTAa He 3HaeLlb OTNPaBUTENs;

3. pybuTb, NnpuanpaTbCs, Oka3bliBaTb AaBMNEHNE — BECTUN cebs HEBEXMBO M arpeCcCrBHO;

4. He pacnopsbkaiics geHbramm TBoen cemMbi 6e3 paspeLleHns cTapLlunx - BCerga cnpaluvBan poauTenen;
5. He BcTpevancs ¢ IHTepHET-3HaKOMbIMW B pearibHOM XMU3HU - MOCOBETYNCS CO B3POCIbIM, KOTOPOMY
AoBepsieLLb.

OCTOPOXHO

1. He Bce nuwyT npasgy. Yntaews o cebe Henpasay B IHTepHeTe — coobLiy 06 3ToM CBOMM poauTensiM
NN onekyHam;

2. MNpvirnawatot nepenucbIBaThCs, UrpaTb, 0OMEHUBATLCS - NPOBEPb, HET NU MOABOXA;

3. HesakoHHOe KonnpoBaHue cannos B IHTEpHETE - BOPOBCTBO;

4. Bcerga paccka3sbiBal B3pocnbiM O Npobriemax B CETU - OHU Bcerga nomoryT;

5. Ncnonb3ayn HacTpowiku 6e30nacHOCTU U NPMBaTHOCTY, YTODbI HE MOTEPSATbL CBOU akKayHTbl B COLICETSX U
Apyrux nopranax.

MO>KHO

1. YBaxkan gpyrux nonb3oBarenem;

2. Monb3yewbca NHTEPHET-UCTOYHNKOM - Aeran CCbIfKY Ha Hero;

3. OTKpbIBa TOMbKO TE CChINKWU, B KOTOPbIX YBEPEH;

4. Obwatbcs 3a MOMOLLbHO B3POCIbIM - POAUTENN, ONEKYHbl N aAMUHUCTPALMS CanToB BCerga noMmoryT;
5. Mporian obyyeHne Ha carite «CeTeBUYOK» 1 NOSyYn NacnopT LUGPOBOro rpaxaaHuHal

Mpunoxexne Ne 2

MHdopmaLmMoHHasa namsitka ans obyvatowmxes anst pasmeLleHmst Ha opmumanbHbix MHTEpHeET-pecypcax
C kaxxgbIM rogom MOSOAEXN B UHTEPHETE CTaHOBUTLCSA BOMbLUE, a LUKONbHUKM OOHW U3 CaMbIX aKTUBHbIX
nonb3oaTenen PyHeTa. Mexay TeM, NOMUMO OrPOMHOIO KONMYeCTBa BO3MOXHOCTEN, MHTEPHET HECeT n
npobnembl. 3Ta NnamaTka AorKHa NoMoyb Tebe 6e30nacHO HaxXoaUTLCS B CETU.

KomnbtoTepHble BUPYChI

KomnbloTEepHBIN BUPYC - 3TO pa3HOBUAHOCTbL KOMMBIOTEPHbBIX NPOrpamMM, OTMYUTENBHOW OCOBEHHOCTBIO
KOTOPOW ABNSETCS CNOCOOHOCTL K pa3MHOXEHWI0. B oMoNHEHWE K 3TOMY, BUPYCbl MOTYT NOBPEAWTb MIU
MOMHOCTBLIO YHUYTOXMUTL BCEe dpannbl 1 AaHHbIE, NOAKOHTPOSbHbIE MNOMb30BaTEN0, OT UMEHN KOTOPOro
Oblna 3anyLleHa 3apaxEeHHasi NporpaMma, a Takke NOBPeAUTb UMW AaXe YHUHTOXWUTb ONepaLMoHHY0
cucTemy co BceMu dpannamm B uenom. B 6onblunHCTBE CcriydaeB pacnpoCTpaHsIloTCS BUPYChl Yepes
NHTEpPHET.

MeToab! 3aWnThl OT BPeAOHOCHbIX MPOrpaMm:

1. Vicnonb3yi coBpeMEHHbIE onepaunOHHbIE CUCTEMbI, UMEIOLLNE CepbEe3HbI YPOBEHDb 3alnTbl OT
BPEOOHOCHbIX MporpamMmm;

2. MocTosiHHO ycTaHaBnmBam naytu (ULMdpPOoBbLIE 3annaTku, KOTopble aBTOMaTUYECKM YCTaHaBNMBaKTCA C
Lenbto gopabTku NnporpamMmmbl) U apyrue o6HOBMNEHNSI CBOEW OnepaLMoHHON cuctembl. CkaunBar ux
TOMbKO C odmLmanbHoro canta paspabortunka OC. Ecnu cyLlecTByeT pexxum aBToMaTnyeckoro
OBHOBIEHWS, BKITHOYM ET0;

3. PaboTtan Ha cBoeM KOMMbIOTEPE MOA NpaBaMu MoNb30BaTenNs, a He agMUHMCTpaTopa. OTO He MO3BONUT
GONbLUMHCTBY BPEAOHOCHBIX NPOrpamMM UHCTanIMpoBaTbCA Ha TBOEM NEPCOHANbHOM KOMMbIOTEPE;

4. Ncnonb3yi aHTMBUPYCHbIE NporpamMmMHbIe MPOAYKTLI U3BECTHLIX NPOU3BOANTENEN, C aBTOMATUYECKUM
obHoBneHnem 6as;

5. OrpaHnyb hmsmyecknii 4OCTYN K KOMMbIOTEPY ANst MOCTOPOHHUX JNNLL;

6. Micnonb3yn BHeLLHWE HOCUTENN MHAOPMaLMK, Takne Kak dreLuka, guck nnu dann u3 nHTepHeTa,
TONBKO M3 NPOdEPEHHbIX NCTOYHUKOB;

7. He oTkpbiBan KoMnblOTEPHLIE dawinbl, NOfyYeHHbIe U3 HeHaAEXHbIX NCTOYHMKOB. [laxe Te channsl,
KOTopble npucnan TBov 3HAaKOMbIW. Jlyylle yTOYHM Y Hero, oTnpasnsan v oH Tebe ux.

Cetn WI-FI

Wi-Fi - 3TO He BMA Nnepegayn AaHHbIX, He TEXHOMOIMS, a BCero nuilb 6pena, mapka. Ewe B 1991 rogy
HuaepnaHackas koMmnaHus 3aperncrpuposana 6peHg «WECAY, 4To 0603Havano crioBocoveTaHne
«Wireless Fidelity», koTopbIln nepeBoanTCs Kak «becnpoBogHasi TOYHOCTbY.



[o Hawero BpemMeHu gowina gpyrasi abopesunatypa, Kotopas SBfseTcsl Takon e TEXHOMOormen. 3T1o
abbpesunatypa «Wi-Fi». Takoe Ha3BaHMe BbINIO JAHO C HAMEKOM Ha CTaHAApPT BbICLLMIA 3BYKOBOW TEXHUKU
Hi-Fi, yTo B nepeBoge 03Ha4aeT «BbICOKAs TOYHOCTbY.

[a, 6ecnnaTtHbIN MHTEPHET-OOCTYN B Kadhe, OTENsIX 1 asponopTax ABMSeTCs OTNNYHON BO3MOXHOCTbIO
BbIXoa B MHTEpPHET. Ho MHOrMe akcnepTbl cunTatoT, 4To obLwenocTynHble Wi-Fi ceTn He siBnsitoTcs
6Ge3onacHbIMMU.

CoBeTbl No 6e3onacHocTu paboTte B 06wwenoctynHbix ceTsax Wi-fi:

1. He nepegagan cBoto nuyHyto nHdopmaumio Yepes obwenoctynHele Wi-Fi cetn. PaboTas B HuX,
XernaTenbHo He BBOAWTb MAaponM JOCTyNa, NOrMHbl U Kakne-To HoOMepa;

2. Vicnonb3yii 1 06HOBNSI aHTUBMPYCHbIE NporpaMmbl 1 OpaHamayep. Tem cambim Thl 06e3onacuilb cebst
OT 3aKayku BUpyca Ha TBOE YCTPOMNCTBO;

3. Mpwn ncnonb3oeannn Wi-Fi otkntoumn dyHkumio « O6Lwmin goctyn K dpannam n npuHtepam». [laHHas
YHKUMSA 3aKpbITa N0 YMOMYaHMI0, OOHAKO HEKOTOPbIE MONb30BaTENM akKTUBMPYIOT €€ ansa ygobcTea
ncnonb3oBaHusa B pabote nnu y4ebe;

4. He ucnonb3yi nyénmunein WI-FI gns nepegaym nuyHbIX JaHHbIX, HANpMMep Ans Bbixoda B
coumarnbHble CETU UMK B 3NEKTPOHHYIO MOYTY;

5. inonb3yi Tonbko 3awwmieHHoe coeamHermne vyepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM UMEHHO «https://»;

6. B mobunbHOM TenedoHe oTknoumn cpyHkumio «lMopkntoverme k Wi-Fi aBTomaTtnyeckm». He gonyckan
aBTOMaTMYECKOro NoAknto4eHns yctponcrea k cetsim Wi-Fi 6e3 TBoero cornmacus.

CoumanbHble ceTn

CoumanbHble ceTy akTUBHO BXOOAT B HaLLY XWU3Hb, MHOTME Nntoan paboTaloT M XXMBYT Tam NOCTOSIHHO, a B
Facebook yxe 3apernctpupoBaH munnunaps YenoBek, YTo ABNAETCH OAHOW CeAbMOW BCEX XKUTENen
nnaHeTbl. MHOrMe nonb3oBaTeny He NOHMMALOT, YTO MHAOPMaLUS, pasMeLLeHHast MU B COLManbHbIX
ceTaAx, MOXeT OblTb HaaeHa U UCnonb3oBaHa KemM YrogHo, B TOM Yncre He obs3aTenbHO ¢ Gnarumm
HaMepeHNSIMN.

OcHoBHble coBeTbl N0 6e30NacHOCTU B coUMarnbHbIX CETAX:

1. OrpaHunydb cnncok apy3en. Y 1ebs B Apy3bsX HEe JOIMKHO ObITb Cry4anHbIX U HE3HAKOMbIX NoAen;

2. 3alumiian cBOK YaCTHYHO XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, Aaty TBOEro poXaeHUs n
OPYryro NMUYHYI0 UHpopMaLMio. 3NOYMbILLNEHHUKU MOTYT MCMONb30BaTh Aaxe UH(OopMaLMo O TOM, Kak
Tbl U TBOW POAMTENM NNAaHMPYETE NPOBECTU KAHUKYIIbI;

3. 3awmilan cBoo penyTauuio - 4epXKK ee B YMCTOTE U 3afaBan cebe Bonpoc: xoten Obl Thl, YTOObI
Apyrve nonb3oBaTenu BUAENN, YTO Thl 3arpyxaelwb? Nogyman, npexae YeM YTo-To onybnmkoBath,
HanmMcaTtb U 3arpy3uTb;

4. Ecnu Tbl roBOPULLb C fI0AbMU, KOTOPbIX HE 3HAELUb, HE UCMONb3y CBOE pearnibHOe UMs U OpYryHo
TNINYHYO MHOPMALMKN: UMSI, MECTO XUTENLCTBA, MECTO y4ebbl 1 Npoyee;

5. U3beran pasmelueHuns cdoTorpadun B UHTepHETe, rae Tl M3006paXkeH Ha MECTHOCTM, MO KOTOPOM
MOXHO OMpPeaenuTb TBOE MECTOMOMOXEHME;

6. MNpu perncTpaummn B coumanbHON ceTM HEOBXOAMMO UCMOMNb30BaThb CIOXHbIE NAPOu, COCTOSALLME U3
OyKB U LMdP U C KONNYECTBOM 3HAKOB He MeHee 8;

7. Ins coumanbHOM ceTun, NOYTbI U APYIMX canToB HEOBX0OMMO NCMONb3oBaTh pasHble Nnaponu. Torga
ecnv Tebsa B3nomatoT, TO 3M0yMbILUNEHHUKM NOMyYaT 4OCTYN TONbKO K O4HOMY MECTY, a HE BO BCE Cpaay.
OneKTPOHHbIEe AEeHbIN

OnNEeKTPOHHbIE AEHLIM — 3TO OYEHb YAOOHbLIV CNOCO6 NNaTeXxemn, OQHAKO CYLLECTBYHOT MOLLEHHUKN,
KOTOpble XOTAT NOMAY4YnTb 3TN AEHbIN.

OneKTPOHHbIE AEHbIN MOSIBUNINCb COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOIMX rocyaapcTBax 4O
CUX MOP He NPOMMCaHO NPO HMUX B 3aKOHaX.

B Poccum e oHM OyHKLUMOHUPYIOT M O HUX YXKe MPOMNUCaHO B 3aKOHE, Iae UX pasaensitoT Ha HECKOSbKO
BMOB - @HOHMMHbIE N HE aHOHUMHbIE. PasHuua B TOM, YTO aHOHUMHBbIE - 3TO Te, B KOTOPbIX paspeLuaeTcs
npoBoanTb onepaunn 6e3 ngeHTndmKaumm Nonb3oBaTens, a B HEaHOHUMHbIX aeHTUMKaLun
nonb3oBaTens ABMAsSeTcs 00s13aTENbHON.

Tarke cnegyeT pasnuyaTh SMNeKTPOHHbIE naTHbIe AEHbIN (paBHbI rOCYAapCTBEHHbIM BanoTam) u
3NEKTPOHHbIE HedUaTHbIE AeHbIM (HE paBHbl FOCYAapPCTBEHHbLIM BanioTam).

OcHoBHble coBeTbl N0 Ge3onacHon paboTe ¢ ANEKTPOHHBLIMI AeHbramu:

1. NpuBsSDKM K CHETY MOOUIbHBIN TeNnedoH. DTO cambli YAOOHbLIN 1 BbICTPLIA cnocob BOCCTAHOBUTL
JocTtyn K cyeTy. [NpuBsA3aHHbIN TenedgoH NOMOXET, ecnun 3abyaellb CBOW MIATEXHbIA Naposib UIK
3anjellb Ha calnT C HE3HaKOMOro YCTPONCTBA;

2. Nicnonb3yih ogHopa3soBble naponu. lNMocne nepexona Ha yCUITEHHYO aBTopu3auuio Tede yxe He OyaeT
YrpoXaTb OMacHOCTb KpaXky Uy nepexeaTa NiaTeXHoro napons;

3. Bbibepu cnoxHeli naponb. MNpecTynHnkam 6yaeT He NpOCTO yrafaTb CIOXHbIA Naposnb. HagexHble
naponu — 3TO Mapornun, KOTopble coaepkaT He MeHee 8 3HAKOB M BKIOYaKOT B Ce0s1 CTPOYHbIE U
nponucHble ByKBbI, LUMPbI U HECKOMNBKO CMMBOJSIOB, TakMe Kak 3HaK gornnapa, dyHTa, BOCKNULUaTenbHbIn
3Hak u T.n. Hanpumep, StRONg!;;



4. He BBOOM CBOM NUYHbIE AaHHbIE HA canTax, KOTOPbIM He AoBepseLLlb.

OneKkTpoHHaaA NoHTa

OneKTpoHHas noYTa — 37O TEXHONOMMSA U NpPeaoCcTaBnseMble et YCryr Mo NEPECHISIKE U NOSyYEHUIO
3NEKTPOHHbIX COOBLLEHMIA, KOTOPbIE pacnpeaenstTCa B KOMNbOTEPHOM ceTU. OBbIYHO SNEKTPOHHbIN
MOYTOBbLIN ALK BbIFNAANT criegyowumM o6pa3om: nMsa_nonb3oBatena@umsa_aomeHa. Takke Kpome
nepegayy NpocToro TeKCTa, UMeeTCcs BO3MOXHOCTb nepeaaBaTb pannbl.

OcHoBHble coBeTbI N0 Ge3onacHor paboTe C 3NEKTPOHHON MOYTOMN:

1. Hago BbiOpaThb NpaBuIbHbIN NOYTOBLIN CePBUC. B MHTEpPHETE eCTb OrpOMHLIN BbIGOP GecnnaTHbIX
MOYTOBBLIX CEPBMCOB, OAHAKO JTyudlle JOBEPSITb TEM, KOO 3HAELUb U KTO MEPBLIN B PEWTUHTE;

2. He ykasbiBaw B TMYHOW MOYTE NIMYHYI0 MHpopMaumio. Hanpumep, ny4iie BoidopaTb
«My3blKanbHbIN_aHat@» nnmn «pok2013» BMecTo «Temal3»;

3. Ncnonb3yn AByxaTanHyo aBTopm3aumuio. 310 Korga MoOMUMO Napons HY>KHO BBOAMTb KO,
npucbinaemein no SMS;

4. Bbibepu cnoxHbIn naponb. [Ana kaxgoro No4YToBOro slMka AOIMKEH ObITb CBOW HAaAEXHbIN,
YCTONYMBBIN K B3NIOMY Naporib;

5. Ecnu eCcTb BO3MOXHOCTb HanmcaTb CaMOMY CBOW MIMYHbIVA BOMPOC, UCMOMb3YN 3Ty BO3MOXHOCTb;

6. Vicnonb3yn HECKONbKO NMOYTOBLIX ALWMKOB. [epBbli ANS YaCcTHOW Nepenuckn ¢ agpecaTamm, KOTOpbIM
Thl JOBEpsiellb. JTO AMNEKTPOHHBIN agpec He Hao UCNONbL30BaThb NPU perncTpauumn Ha gopymax u
caunTax;

7. He oTkpbiBai thairnbl U gpyrue BMOXEHUS B MMCbMaXx Aaxe eCnu oHW NpuLLnmn oT TBoMX Apy3en. Jlydwe
YTOYHW Y HUX, OTMPABASNN N OHK Tebe aTu alnbl;

8. MNocne okoH4YaHus paboTbl HA MOYTOBOM CEPBMCE Nepen 3aKkpbiTUEM BKNaAKM C CanToM He 3abyab
HaxaTb Ha «BbInTn».

KnbepObynnuHr nnu BupTyanbHOe N3aeBaTenbCTBO

KnbepbynnuHr — npecnegoBaHne coobLLeHnaMK, coaepKallmmm ockopbneHus, arpeccuto, 3anyrmBaHue;
XyNUraHCTBO; coLmanbHoe 60MKOTUPOBAHNE C MOMOLLbIO Pa3fNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeThbl Mo 6opbbe ¢ knbepbynnHrom:

1. He 6pocaiica B 6ou. Jlyywwmnin cnocob: nocoseToBaTbCs Kak cebst BECTU U, €Crn HET TOro, K KOMY MOXHO
obpaTtunTbes, TO BHavarne ycnokoutbcs. Ecnm Tbl HauHelwb oTBeYaTb OCKOPONeHMAMIN Ha ockopbneHus, To
TONBKO eLle Bonblue pasoxokellb KOH(IUKT;

2. YnpaBnsi cBoen knbeppenyTaumen;

3. AHOHUMHOCTb B ceT MHUMas. CyLLeCTBYIOT CNoCcobbl BbIACHUTb, KTO CTOUT 32 @HOHUMHBIM aKKayHTOM;
4. He cTouT BECTW XynuraHckuin obpas BUpTyarnbHOM Xu3Hu. IHTepHeT omnkcrpyeT BCe TBOM OENCTBUS U
COXpaHsieT Ux. Yaanutb nx byaeTt kpaviHe 3aTpyaHUTENbHO;

5. Cobntogan cBov BUPTyarbHYyl0 YeCTb CMOSIOAY;

6. IrHopupyn eguHnYHbIN Heratne. OgHOpa3oBble OCKOPOUTENbHbIE COOBLLEHNS MyYlle UTHOPMPOBATb.
O6bIYHO arpeccusi NpekpallaeTcs Ha HavanbHOWM CTaguu;

7. Ban arpeccopa. B nporpammax o6mMeHa MrHOBEHHbLIMU COOBLLEHNAMU, B COLMAnbHbIX CETAX eCTb
BO3MOXHOCTb BITOKMPOBKM OTNpaBKku COOBLLEHMI C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBuaetens knbepbynnuHra. TBon AencTBUS: BbICTYNUTbL NPOTMB NpecneaoBaTensi, nokasaTb
eMy, 4YTO ero AeCTBMS OLEHNBAIOTCA HeraTMBHO, NoAAepXKaThb XKePTBY, KOTOPOWN HY>KHA NCUXonornyeckas
NMOMOLLb, COOBLLMTL B3pOCHbIM O haKkTe arpecCMBHOIO NOBEAEHMS B CETU.

MobunbHbIN TenedoH

CoBpeMeHHble cMapTOHbI U NMaHLWeTbl cogepXaT B cebe BNomHe B3pochbli yHKUMOHAT, U TeENepb OHK
MOTYT KOHKYpPMPOBaTb CO CTaLMOHapHbIMK KoMmnbtoTepamu. OgHako, CpeacTB 3awuThbl 4518 No406HbIX
YCTPOWNCTB NOKa O4YeHb Maso. TecTupoBaHMe 1 MOUCK YSI3BMMOCTEN B HUX MPOUCXOAMNT He TaK
MHTEHCMBHO, kak ans MK, To xe camoe KacaeTcd U MOBUIBHBIX MPUIOXKEHWUIA.

CoBpemMeHHble MOGUIbHbIE Bpay3epbl y)Ke NPaKTUYEeCKN AorHanM HacTorbHbIE aHanorM, OgHaKko
pacwmpeHue yHKLUMOHana BneyeT 3a cobom GonbLLUY CNOXHOCTb U MEHbLUYIO 3aLLULLEHHOCTb.
[laneko He Bce Npov3BOAUNTENWN BbIMYCKaOT 0OHOBNEHUS, 3aKPbIBAIOLLNE KPUTUYECKME YA3BUMOCTU OIS
CBOMX YCTPOWNCTB.

OcHoBHble coBeTbl AN 6e3onacHOCTU MOBUNbLHOro TenedoHa:

1. Hnyero He siBnsieTca no-Hactosiwemy 6ecnnatHeiM. Byab ocTopoxeH, Befb korga Tebe npegnaratot
GecnnaTtHbln KOHTEHT, B HEM MOTYT ObITb CKPbIThl KAKUE-TO NnaTHbIe YCIyru;

2. lyman, npexage yem otnpaBute SMS, oTo nnm Bngeo. Tbl TOYHO 3HAELb, raAe OHW OyayT B KOHEYHOM
utore?

3. Heobxogumo oBHOBNATH ONEpPaLMOHHYHO CUCTEMY TBOEFO CMapTdOHa;

4. Vicnonb3y aHTUBUPYCHbIE MPOrpaMMbl 4119 MOOUIbHBLIX TeNeOHOB;

5. He 3arpy>xan npunoxeHusi OT HEM3BECTHOIO UCTOYHMKA, BEAb OHW MOTYT codepXaTb BPe4OHOCHOE
nporpaMmHoe obecrnedeHue;

6. MNocne Toro kak Tbl BbIAeLWb C canTa, rae BBOAWUMN NNYHY0 MHAOPMaLmo, 3anan B HACTPONKK
Opaysepa n yganu cookies;

7. MNepuogmnyeckn nNpoBepsan KakMe nnaTHble YCyrin akTMBUPOBaHbI Ha TBOEM HOMEPE;



8. [laBaw cBow HoMep MOBMIbHOro TenedoHa TONbKO MIAAM, KOTOPLIX Thl 3HaeLlUb U KOMY AOBepseLLb;
9. Bluetooth pomkeH 6bITb BbIKNOYEH, KOrga Tbl UM He Nonb3yellbes. He 3abbiBan nHorga npoBepsaTb
aTo.

Online urpbl

CoBpeMeHHble OHNawH-Mrpbl - 3TO KPAcoYHbIe, 3axBaTblBaloLMe pasBrneyeHus, o6beauHsALWMe COTHA
TbICSY YenoBek Mo Bcemy mupy. Irpoku nccneayoT AaHHbIA UM Myp, 0BLLatoTCa ApYr C APYroM,
BbIMOSHSAOT 3aaHns, CpaXatoTcs C MOHCTPaMM 1 MONy4atoT ONbIT. 3a yA0BOMNLCTBME OHU NNATAT:
MOKynarT AUCK, onnaymBatoT aboHEMEHT MM NpMoBpeTaloT Kakne-To Onuum.

Bce atn cpegcTtBa ugyT Ha NoadepXKaHvue u pa3BuMTUE UIPbl, @ Takke Ha camy 6e30NacHOCTb:
COBEpLUEHCTBYIOTCSH CUCTEMbI aBTOPU3aLIMK, BbIMYCKaOTCS HOBbIE naTtyn (LndpoBble 3annaTtku Ans
nporpamm), 3aKpbiBalOTCS YS3BUMOCTM CEPBEPOB.

B nogobHbIX urpax CTout onacatbCsa He CTOMbKO CBOMX COMEPHMKOB, CKOMbKO KPaXkm TBOErO Napons, Ha
KOTOPOM OCHOBaHa cucTemMa aBTopu3aumm 6oMnbLUMHCTBA UTP.

OcHoBHble coBeTbl N0 6e30MacHOCTN TBOEIo UIPOBOrO akkayHTa:

1. Ecnn gpyron urpok Beget cebsa nnoxo unu cosgaet Tebe HeNpUATHOCTY, 3abrnoknpymn ero B Cnmcke
UIPOKOB;

2. Moxanynca agMMHUCTpaTopaM Urpbl Ha MIoxoe NOBEeAeHNE ATOro Urpoka, XernaTenbHO NPUNoX1Tb
Kakue-To flokasaTernbCcTBa B BUAE CKPUHOB,;

3. He ykasbiBa NnyHy0 MHopMaLuo B npodanne urpbl;

4. YBaxal opyrmx y4acTHUKOB MO Urpe;

5. He yctaHaenusain HeoduumanbHble Natyn n Moaebl;

6. Vicnonbayi CroXHble U pasHble Naposu;

7. [laxke BO BpeEMS UrPbl HE CTOUT OTKNOYaTb aHTMBUPYC. NMoKa Tbl UrpaeLlb, TBOM KOMMNbIOTEP MOTYT
3apasuTb.

OULWNHT K Kpaxka NINYHBIX JaHHbIX

OOGbIuHOW Kpaxen OeHer U JOKYMEHTOB CErOAHS YK€ HUKOIO He YAMBULLIb, HO C Pa3BUTUEM UHTEPHET-
TEXHOMOMI 3rI0YMbILLNIEHHUKM NEPEMECTUITUCL B UHTEPHET, U NPOLOIHKAKOT 3aHUMATLCH «IHBUMBIM»
OENOoM.

Tak nosiBUNachL HoBas yrposa: MHTEPHET-MOLLEHHUYECTBA MU (PULLIMHT, rMaBHas Lenb KOTOPOro COCTOUT
B Nony4YyeHny KoHdunaeHumanbHbIX JaHHbLIX NONb3oBaTenen — NorMHoB M naponen. Ha aHrnuiickom
a3blke phishing untaetca kak puwmHr (ot fishing — peibHas nosns, password — naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cneam 3a cBoum akkayHToM. Ecnu Tbl nogo3peBaelub, YTO TBOS aHkeTa Obina B3rnioMaHa, To
HeobxoaMMo 3abrnoknpoBaTh ee 1 CooOLNTbL agMUHMCTpPaTopamM pecypca 06 3TOM Kak MOXXHO CKOPEE;
2. Nicnonb3ayih 6e3onacHble BeO-CanTbl, B TOM YMCNe, UHTEPHET-Mara3vHOB U MOMCKOBbIX CUCTEM;

3. Vicnonbayn cnoxHele n pasHbie naponu. Taknm obpasom, ecnmn 1eds B3rOMatoT, TO 3M10YMbILLITEHHUKM
nonyyat OCTYn TONbKO K OQHOMY TBOeMy Npodurto B CETH, a He KO BCEM;

4. Ecnun Tebsa B3anomanu, To Heobxoaumo npegynpeanTb BCEX CBOMX 3HAKOMbIX, KOTopble Ao6aBneHbl y
Tebsi B Apy3bsiX, O TOM, YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro UMeHM ByaeT paccbinaTbcs cnam u
CCbIfIKM Ha PULLIMHIOBbIE CaNThl;

5. YcraHoBu HagexHbii naponb (PIN) Ha MobunbHbIA TenedoH;

6. OTKno4M coxpaHeHne napons B Opaysepe;

7. He oTkpbiBai chairnbl U gpyrue BMOXEHUS B MMCbMaXx Aaxe eCnu OHW NpuLLNn oT TBOMX Apy3en. Jlydwle
YTOYHW Y HUX, OTMPABASANN N OHKU Tebe aTu annbl.

Lindpposas penyrauua

LindpoBas penytauus - 3T0 HeraTMBHasi UNM NO3NTMBHAsA MHAOPMaLMs B ceTh O Tebe.
KomnpomeTtupytowas nHdopmaums pasmeLLeHHas B MIHTEPHETE MOXET Cepbe3HbIM 06pa3oM OTpa3nTbCH
Ha TBOeW pearibHON xun3HU. «Llncposas penytaums» - 3T0 TBON UMNOK, KOTOPbIN (hopMUpyeTCs U3
nHdopmaumm o Tebe B NHTEPHETE.

TBOE MEeCTO XUTenbCTBa, y4ebbl, TBOE HMHAHCOBOE MOMOXeHNEe, 0COOEHHOCTN XapaKTepa U pacckasbl O
Bnn3KNX - BCe 3TO HakannMBaeTcs B CETU.

MHorne nogpoCcTkmn NErkoMbICAIEHHO OTHOCATCA K NybnuMkaunm nuyHon nHdopmaumm B IHTepHeTe, He
NOHUMas BO3MOXHbIX NocneacTBui. Thl aXe He CMOXeLLb AoragaTbCs O TOM, YTo poTorpadus,
pa3meLleHHas 5 net Ha3ag, cTana NpUYNHON OTKasa NPUHATL Tebst Ha paboTy.

KommeHTapuun, pasmelleHme TBonx dooTorpadoun n opyrne AencTBUst MOTyT HE UCHE3HYTb AaXe nocrne
TOro, KaK Tbl UX yaanuwb. Tbl HE 3HaELUb, KTO COXpaHWUN 3Ty MHGOPMaLMio, nonana fiv oHa B MOUCKOBbIE
CMCTEMBI M COXPaHWach N OHa, a MMaBHOe: YTO NoAyMatoT 0 Tebe oKpyKatoLee nian, KoTopble HanagyT
1 yBMgAT ato. Hantm nHdgpopmauuo MHOro NeT CnycTsi CMOXET JHoboW - Kak 3 4o6pbIx NOByXAEHWN, Tak
N C HAMEpPEHVEM NPUYNHUTB Bped. OTO MOXET ObITb KTO YrogHo.

OCHOBHbIe COBETHI MO 3aLLMTE LUPOBON penyTaumm:

1. NMogymain, npexage 4Yem 4To-To NyGnukoeaTb U NnepeaaBatb y ceds B 6rore nnun B coumansHON ceTu;
2. B HacTpowkax npoduns yCcTtaHoBM OrpaHNYeHns Ha NPOCMOTP TBOEro Npoduns U ero CoAepPXXMMOro,
cAenan ero ToMbKo «Ans ApYy3eny;



3. He pasmelyan n He ykasbiBali MHpOpMALMIO, KOTOpast MOXKET KOro-nnbo ockopbnsaTb nnm obmxartb.
ABTOpCKOE NpaBo

CoBpeMeHHble LLIKOMNbHUKK- akTUBHbIE Nonb3oBaTenu undgposoro npoctpaHcTea. OgHako ganeko He Bce
3HaloT, YTO NONb30BaHWE MHOMMMU BO3MOXHOCTAMU Lindposoro mupa TpebyeT cobnogeHus npas Ha
WHTENneKTyanbHylo COGCTBEHHOCTb.

TepMuH «uHTennekTyanbHasi COGCTBEHHOCTb» OTHOCUTCS K PasfnyHbIM TBOPEHMSAM YErOBEYECKOro yMa,
HayMHas ¢ HOBbIX M300pPETEHU 1 3HaKoB, 0603HaYaloLLMX COOGCTBEHHOCTL Ha NPOAYKTHI U YCIyrn , 1
3aKaH4MBasi KHUramu, otorpadusamm, KNHoUIbMamMn 1 My3blKarnbHbIMU NPOV3BEAEHNUAMMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNEKTYyarnbHYy0 COOCTBEHHOCTb Ha NPOU3BEAEHUST HAYKM,
nnTepaTypbl U UCKyccTBa. ABTOPCKME NMpaBa BbICTYNalT B KAYECTBE rapaHTmM TOro, YTO
WHTENNeKTyanbHbIA/TBOPYECKUA TPy aBTopa He BydeT HanpacHbIM, 4acT eMy ClpaBea iuBble
BO3MOXHOCTU 3apaboTtaTb Ha pesyrnbTaTax CBOEro Tpyaa, NonyyYnTb N3BECTHOCTb M Npu3HaHue. Hukto 6e3
paspeLleHns aBTopa He MOXeT BOCMPOU3BOAUTL €ro Npou3BedeHne, pacnpocTpaHaTb, NybnmyHo
AEeMOHCTPUpOBaTh, NpoAaBaTh, UMNOPTUPOBATL, NyCcKaTb B NpokKaT, Ny6rmM4YHO NCNOMHATD,
nokasblBaTb/MCNOMNHATL B 3dupe unm pasmellats B MiHTepHeTe.

Mcnonb3oBaHue «nNupaTCcKoro» nporpammHoro obecneyeHmst MoXeT MPUBECTU K MHOTUM puUCKaMm: OT
noTepu AaHHbIX K TBOMM akkayHTaM 40 6NOoKMPOBKM TBOEro YCTPONCTBA, Ae YCTAHOBMNEHHbLIN He
neranbHasa nporpamma. He ctouT Takke 3abbiBaTh, UTO CyLLECTBYET NneranbHble 1 6ecnnartHble
nporpamMmel, KOTOpble MOXHO HalTU B CETW.

O noptane

CeTeBUYOK.pd - TBOW IMaBHbIN COBETYUK B CETU. 34ECh Thl MOXELLb y3HaTb 0 6e30MacHOCTH B CcETU
MOHATHBLIM N AOCTYMHBIM SI3bIKOM, @ NPY BO3HUKHOBEHUN KPUTMYECKON CUTyaLmmn obpaTnTbCs 3a COBETOM.
A Takke NpUHATb y4acTue B KOHKypcax U CcTaTb CaMbiM LMPOBBLIM rpaXkgaHUHOM!
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